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About Me

Hirofumi Ichihara

LINE Corporation

o Network Development Team
Engineering Manager

> SDN/NFV

Career

o 2012.4 Join Telco Company as Research Engineer
o 2018.12 Join LINE as Software Engineer
o 2021.7 Engineering Manager in LINE
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SRv6 Network with BGP
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What is Cloud Native
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What is NFV
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User

API Call

Non-Cloud Native NFV
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Why IS Non-Cloud Native?
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Why is Non Cloud Natlve?
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Why is Non-Cloud Native?
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What is Cloud Native
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Kubernetes based Cloud Natlve NFV (KloudNFV)
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o NFV Controller (& k8s operator
EUTER

e NFV server (& OpenStack VM

o ZHRIMEEEIBET S NI A —
In(k8sS)D L TEE

Configuratiot
Message
NFV Agent
d%
Neutro Route and SRv6
Agent Configuration ( SRVE LSVPN O Route VPN BGP?
' NFV Servi
Server ( SRv6 L3VPN

17



NFV Cloud Router Architecture

Tenant A
: Cloud Routing Table

net dst action

Network1 (10.1.0.0/24)

1| 00000 | NAT
110990024 VPN |

Network2 (10.2.0.0/24) | |2 00000 | NAT |: L,'}Lﬂff
3 0.0.0.0/0 Router :

Internet

Network3 (10.10.0.0/24)

( Partner1 DC

....................................................................................................................... p1 network
e et e emsimns oy . 10.99.0.0/24
| Tenant B
: . Cloud Routing Table : \.

Network1 (10.1.0.0/24) net dst action

1 | 10.88.0.0/0 | DirectC | : ( \
2 | 0.0.0.0/0 | Router |:
LINE

Network2 (10.2.0.0/24) Cloud ! | Direct Connect b2 network
: Switch
Router 5 10.88.0.0/24

Partner2 DC




KloudNFV base resources

kind: NfvMachine

metadata: : interface Router | fiatans External
il name: gwl-ep3 interface VM1 :]\ Network
k8s API e e —
kind: NfvMachine s —
my - outer
mtadpta: ‘ merace HBE U [t}
Routing . :
Gateway Rou'tlr_lg kind: NfvMachine interface |- Fouller :]/
imind Endpoint metadata: _ rteriace | JOF VM3 |interace
e Mani- name: gwl-epl | —
ests fest sPect:: X failure domain 1 failure domain 2 failure domain 3
nectworks
- ext-networkl
- pri-networkl
server: {...} . _
.' '. OpenStack
Ball. AP
reate
Routing Routing NFV
Gateway Endpoint Machine
Controller Controller Controller https://www.janog.gr.jp/meeting/janog48/linenfv-en/



KloudNFV resource managed by kubectl

~$ kubectl -n prod-vks get nm,rg,re -o wide

NAME READY  MAINT
nfvmachine.verda.linecorp.com/prod-gateway-endpointl True False
nfvmachine.verda.linecorp.com/prod-gateway-endpoint2 True False
nfvmachine.verda.linecorp.com/prod-gateway-endpoint3 True False

NAME AVAILABLE FULL

routinggateway.verda.linecorp.com/prod-gateway True True

NAME READY
routingendpoint.verda.linecorp.com/prod-gateway-endpointl True
routingendpoint.verda.linecorp.com/prod-gateway-endpoint2 True
routingendpoint.verda.linecorp.com/prod-gateway-endpoint3 True

NOVA

ACTIVE
ACTIVE
ACTIVE

MACHINE

vm@@1-kloudnfv-jp2v-prod
vm@@2-kloudnfv-jp2v-prod
vm@d3-kloudnfv-jp2v-prod

MANAGEMENT
10.0.1.1
10.0.1.2
10.0.1.3
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NFV Rolling Update
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NFV Rolling Update
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New Feature: ACL Policy

apiVersion: verda.linecorp.com/vlalphal
kind: AclPolicy

. T ........... A ......................................................................................................................................... : metadata :
: Tenant : o o
F ACL Policy : name: aclpolicy-external-ingress
Network1 (10.1.0.0/24) source port action | ! spec:
3:} i:} {j Packet [ (1P o000 | 49944 L Perml_|- defaultAction: deny
1 0.0.0.0/0 22:22 Deny : . . _
— [ LINE IDC Y ( Internet ) direction: ingress
Network2 (10.2.0.0/24) 2 | 100000 | 065535 | Pemit |: Netwark i
3 | 100000 | 065535 | Permit | : ENEG
i Packet rules:
‘% Cloud “ Source: 10.1.10.2 R T
Network3 (10.10.0.0/24) Router “— bort: 443 Packet " P s
ﬁ i:E {:} Source: 230.0.0.1 src: 0.0.0.0/0
; port: 22 dst: 0.0.0.0/0
: . / /
e proto: tcp
i TenantB .
i Cloud Routing Table i spor‘tMl n: @
Network1 (10.1.0.0/24) netl dst action | | sportMax: 65535
: Partner2 DC dportMin: @

{:} i:} ﬁ 1 | 10.88.000 | DirectC | |
2 | 00000 | Router |

Network2 (10.2.0.0/24) g Di’ecs‘w?t‘é:”ec‘
> & ou :
¥ Router

dportMax: 65535
action: permit

LINE

p2 network

10.88.0.0/24




New Feature: ACL Policy
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« Software Engineer / Network Infrastructure / Private Cloud Platform
https://linecorp.com/ja/career/position/564

- Senior Software Engineer / Network Infrastructure / Private Cloud Platform
https://linecorp.com/ja/career/position/3570
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