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(SDN and OpenFlow World Congress 2012@Germany Darmstadit)

Network Functions Vir isation — Introductory White Paper Issue 1

Network Functions Virtualisation

An Introduction, Benefits, Enablers, Challenges & Call for Action

OBJECTIVES

This is a non-proprietary white paper authored by network operators.

The key objective for this white paper is to outline the benefits, enablers and challenges for Network
Functions Virtualisation (as distinct from Cloud/SDN) and the rationale for encouraging an
international collaboration to and of interoperable solutions

based on high volume industry standard servers.

CONTRIBUTING ORGANISATIONS & AUTHORS

AT&T: Margaret Chiosi.

BT: Don Clarke, Peter Willis, Andy Reid.

CenturyLink: James Feger, Michael Bugenhagen, Waqar Khan, Michael Fargano.
China Mobile: Dr. Chunfeng Cui, Dr. Hui Deng.

Colt: Javier Benitez.

Deutsche Telekom:  Uwe Michel, Herbert Damker.

KDDI: Kenichi Ogaki, Tetsuro Matsuzaki.

NTT: Masaki Fukui, Katsuhiro Shimano.

Orange: Dominique Delisle, Quentin Loudier, Christos Kolias.

Telecom lItalia: Ivano Guardini, Elena Demaria, Roberto Minerva, Antonio Manzalini.
Telefonica: Diego Lopez, Francisco Javier Ramén Salguero.

Telstra: Frank Ruhl.

Verizon: Prodip Sen.

PUBLICATION DATE

October 22-24, 2012 at the “SDN and OpenFlow World Congress”, Darmstadt-Germany.

This white paper is available at the following link: http://portal.etsi.org/NFV/NFV_White Paper.pdf

Page 10f 16

Classical Network Appliance
Approach

Message
Router

Session Border WAN
Controller Acceleration

Carrier Tester/QoE
Grade NAT monitor

o o

SGSN/GGSN PE Router BRAS

Radio Access
Network Nodes

* Fragmented non-commodity hardware.
* Physical install per appliance per site.
* Hardware development large barrier to entry for new

vendors, constraining innovation & competition.

Independent
Software Vendors

Wirtual Virtual al

Appliance | | Apphance lﬂlulﬂ unhnt-

B ot I vt
Iopiinm Appliance Appliance
@n—:t_f, (ErAs)
Orchestrated,

automatic &
remote install.

Standard High Volume Servers

Standard Hig! Volume Storage

Standard High Volume
Ethernet Switches

Network Virtualisation

Approach
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v Network Service (NS)

v VNFE©OPNFEE (MENWEEER)Z 124l
f=H—EX

v Virtualised Network Function (VNF)
v VNFCHEZ I LI-&EHHNWIHERER

¥ Virtualised Network Function
Component (VNFC)

v RBERLOREITFIC
VIDIT AV RZVRELIZ2D

VNF

VNFC VNFC

VNFC

SW instance
! . Virtualisation
| container

Virtual Network

Virtualisation Layer
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NFV Management and
Orchestration
OsMa |

0SS/BSS : Orchestrator |
Se-Ma
_5_ Fc;qm WNF and Infrastructure i :
Descrption Or-Vnfm
EMS 1 EMS 2 EMS 3 Ve-Vnfm
. . !

VNF 1 VNF 2 VNF 3
I I: Vn-Nf I 4 Vi-vnfm
NFVI :
Virtual Virtual Virtual
Computing Storage Network !
——— NF-Vi Virtualised
Virtualisation Layer | -
VI-Ha I Manager(s)
Hardware resources i
. Computing Storage Network
Hardware Hardware Hardware ]

#—# Exccution reference points

Other reference points

s Main NFV reference points
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NFV Management and
Orchestration
Os-Ma
s 0SS/BSS = | Orchestrator
et Se-Ma |

Aﬂl‘lei
ZEELEHYFHFAE

. =T Virtuahsed
: Virtualisation Layer | L L i st _J i
: VI-Ha I { | Manager(s)
: Hardware resources H
aaiiha Computing Storage Network
Hardware Hardware Hardware { ]
#—@ Exccution reference points | - Other reference points === Main NFV reference points
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¥ NFV Orchestrator (NFVO)

v Network ServiceA—4 AL — 3>

V AT ADILEHE
v End-to-EndD&FEA—4 AL—3Y

vV B ERCIEGEEERT B=HDONFVI
resources N iE{E

v VNF manager (VNFM)

v VNFDZA7H AL EHE

¥ Instantiate, Scale, Heal, Change, Modify,
Terminate

:Os-Ma-nfvo
OSS/BSS I { NFV Orchestrator (NFVO)
|
: = = —+ ——
I ‘ ‘ ! ‘
. : NS VNF NFV NFVI
- I Catalog Catalog Instances| | Resources
1 ‘
| B I~ Or-Vnfm
: 1 Ve-Vnfm-em ‘
EM i i VNF Manager
! | | (VNFM)
| : Ve-Vnfm-vnf '
VNF | - Vi-Vnfm
|
VNI ‘I I Virtualised _
I | Infrastructure Or-Vi
NFVI I ! Manager !

NFV-MANO ;¥ Virtualized Infrastructure Manager (VIM)

v NFVIOREEIREE (compute, NW,
storage)
17



ETSI7__ S\

-~ (@) RSN //,//
ETSI NFVO#EZE(LLRXO—D

Os-Ma-nfvo

77 DM PR EE | ossmss  —+—— YRS
ETSI NFVDERYHE A [, ‘.1 i
NSOVNFO 7T D#ERE BRI o '=

FRAF LAY o EM Or-vnfm - NSEVNFOEE

I —a A BT < L vevnfm-em OVITT I INFV MANOIZ, [REERNE =

Network ServiceZ% E > & IH M5VNFAONetwork Servicex &
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VNF Manager
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| Layer L—2, YVIRDITAA—D)
BREREGRO—T VNF I
NFV 41275 DEEETSI |
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18



ETSI7T___ )

ETSI NFVDZEELRO—T -

Os-Ma-nfvo

77 DM PR EE | ossmss  —+—— YRS
ETSI NFVOERY#BA(E, R
NSAVNFD 7 7Y DAL BRI | =

[i{a{ﬁl/fd:ll\ “ Or-Vnfm —— NS&VNFU)EE
I —a A BT N B PR OVITT I INFV MANOIZ, (REBEERDE =

/ MBVNFAONetwork ServiceZd &
N || o] |os>ER sneEE
(REETERE, RENW, REXL

Network ServiceZ% E > & IH
WNF7 LAV DHRECEE

e-Vnfm-em L/—:), \/7|~r717/r)(_:/\)
BREREGRO—T N
| Vi-Vnfm
NFV 1275 LEDEEETSI ‘
NFVO B FELEL AR
HRARDT=H D ERFE 4
X9 Bf=HD Virtualised
'|§$|§:E7_' L ! Infrastructure
(BEHHBBA) g

19






ETSI NFV))—XDHLE

Y

____/35\}&7,\

NFEVD 4P E ')7‘-41’5!7‘-“4\

NFVDEFERELIZEEL
(A—RT—RE&E
T—XTIOFYRE)

NFV7 —FTIF v D
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Virtualized network
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Network Services (NS)IZ
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* IFOTARVI)TIDEH
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® VNF snapshot
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MAINTENANCE
WORK
v Release 2: A7) X ! I,Im.(.;.mi%

¥ Stage 2 maintenanceld E#& (1H2019 maintenance M5 T #5
¥ Maintenance: v2.7.1 version(1H2019)M55O R BIXIFRIZXTET

¥ Release 3: ¥ EHRED1EXh
v Stage 258 T (1H2019 specifications (drop #3)D iz #%)

v 10 FiHRED Stage 2[E5ET
1H2018 (aka drop #1), 2H2018 (aka drop #2), 1H2019 (aka drop #3).

¥ Normative work in stage 31 #tH (T XTDHStage 2MDTE T ZF>oT)

¥ Release 4 : ff % g
¥ Informative DIZZEEILEZEN 2019/5FFE 2 (TEITH | Y
v BIOT—97AT L (NormativeZ L )I& NFV#27 (2019/9)h 5B ta | REL.4 AHEAD
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Release-2NHEE

VNF-VREEZEHT 3 HEAMEELTIL— LT — 5%
NS-VNF-VREE#E] NFVDEREREETIL—LT) RIE
_ NFV-MANO
S34 Ls
, Ev e SEeE \ Network Service
[ ! f . < management:
AX A j Network Service ~ —  VNF management: - NS lifecycle —
e - VNF lifecycle mgmt. mgmt.
B \’Nfz||"”f“‘ i = - VNF performance, fault, - NS performance,
@;‘.;7 i = I—.—I & configuration mgmt. fault mgmt. ]
: = ' ) VNF Package mgmt. VNF Package and
VNF : f
Pack ' ' U
ackage 1K= Virtuplised resource ™ =PV SR | {EWF
manpgement, including - Infrastructur
VN FD . : J : I ETEEETE) Description
fault] performance, :
. INF 2 VNF 3
capdgcity, etc. mgmt. o arvervr . —
1) NFV i i 4 = Virtual v Virtual Virtual
descriptors and e et Ly O s P Lcomputng | | storage | | nowonk |
packages 2) Example of NS, VNF and Virtualisation Layer il ,ﬁ::;fﬂifﬂe i
deployment On Vlrtuallzed E Hette l Hardware resources : anager(S)
. infrastructure ) T D | [ e | | e
e Execution reference points ---|-- Other reference points ——Main NFV reference points
3) The ETSI NFV Architectural Framework

¥4 https://docbox.etsi.org/ISG/NFV/Open/Other/ReleaseDocumentation/NFV(19)000114r1 NFV Release 2 Description vl 9 0.pdf 23
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VNF — Components and Connectivity

VNF Instance @ External Connection Point

VNFC \\[ e VNFC S\/irtua| @ Internal Connection Point
torage . . .
— External Virtual Link (Virtual
VC ? VC ? VC ®

Network)
— Internal Virtual Link (Virtual

’ Network)

) 4

v VNF Internal virtual links (VLSs)
v ARBERYET—F 25 #EE: Internal Connection Points (CPs)Z > TVNFCsZ#E#t

v External CPs: VNFI[XZ® External VLZ{FE-> T EPDOVNF or PNF[ZiE#%
v External VLs [INSO—ETHY, VNFREIDO EE TILLY

¥ Virtualised Network Function Component (VNFC)
v VIR ITT7 EVNFOUNIEZEITT H1=8 D Virtualisation Container (VC)

26
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VNF Package -
v VNFRUAHBVNFY I ELZY TR ITF7avik—Rr ok VNF Package
OB 74ILEVNF packageb L TEE
¥ VNF descriptor (VNFD)TVYNFEED - DA T—2%EH

v VUNFZEMESERT=0DYIFIIT T A A—D
v BMDOTFAIL

¥ VNF PackageldV i EEMNLREIN, XA MR E
¥ VNF PackagelXOSS/BSS, NFVOXVNFMM 771X

Software

image(s)

Additional JJ
files

Reference:
- ETSI GS NFV-IFA 011
- ETSI GS NFV-SOL 004
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VNF Descriptor (VNFD)

¥ VNF properties% & 2
v WhE7IResources (Virtual Compute, Storage, Networking)
Vv Software metadata

¥ ConnectivityD &R
v External Connection Points, Internal Virtual Links, Internal Connection Points

vV A7 A4 ILEEEIME (e.g. scaling, instantiation),

vV HIR—FSNTWD SATH AV EBERELETDERTE
v HIR—FEINTUWSVYNFIH B/ \TA—4 External CPD
v Affinity / anti-affinity rules

v Deployment flavorsz € & Depleimen: Fvo:
vV BAZXBEEIN-TIOSMEKRTE (BEED)

Internal CPD
SW image Descr

Internal VLD

Reference:
- ETSI GS NFV-IFA 011

- ETSI GS NFV-SOL 001*
28
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NFV IFARZZE (L #kZEH EITNFV-SOL APIE S

v IFAIZZERLL TULNVEOSOLEEZE L7
v REEIHLEEIXIFATIEIE

Stage 2: Requirements

and information model
NFV-IFA 007 (Or-Vnfm)
NFV-IFA 008 (Ve-Vnfm)
NFV-IFA 013 (Os-Ma-nfvo)
NFV-IFA 011 (VNF Package,

NFV-IFA 014 (NSD)

IERETILET—4
ETILIZTVELY

Stage 2CTEZNT- 1%
JORIJLTER

Stage 2THALMZ/EoT =
FruTxBH5

(e.g. error handling,
technical details)

ETSI7__ S\

e =i
R AE GS NFV-SOL 002/003/005 (v2.6.1)I&

OpenAPl& L TR
https://nfvwiki.etsi.org/index.php?title=SOL Open
APl Representations

1)

Stage 3: Protocols and data model
NFV-SOL 003 (Or-Vnfm)

NFV-SOL 002 (Ve-Vnfm)

NFV-SOL 005 (Os-Ma-nfvo)

NFV-SOL 013 (Common API aspects) g zzug.
NFV-SOL 004 (VNF Packaging) SOL001/002/003/
NFV-SOL 001 (TOSCA VNFD, NSD) 004/005/007/013
NFV-SOL 006 (YANG VNFD, NSD) v2.7.1 (Nov. 2019)
NFV-SOL 007 (NSD file structure)

VNFD)

J L
/Testing: BenchmM]g, interop, conformance

»

NFV-TST 007 (testing guidelines)
NFV-TST 010 (API conformance) 29
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Rel 2 ZE#E{b L Hk

(IFA: stage 2, SOL: stage 3, TST: stage 4)

NFV-IFA 015
(NFV
Information
Model Report)

IFA 016
(Papyrus
Guidelines),

IFA 017
(UML
Modeling
Guidelines),

IFA 024

(NFV
Information
Model
External
Touchpoints)

TST 008
(NFVI metrics)

1
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

ull

: Os-Ma-nfvo :
1 NFV-IFA 013 1
I NFV-SOL005 I
OSS/BSS : i NFV Orchestrator (NFVO) :
. I , , : I
Il NS Catalog NFV VNF Catalog NFVI i
: IFA 014 Instan IFA 011 Resou :
N 1l (NS template) (VNFD, VNF Pkg) I
| Il SOL 007 (NSD Or-Vnfm SOL 001 I
: file structure) IFA 007 | (TOSCA VNFD&NSD) :
: Ve-Vnfm-em  °OL 00} ~SOL 004 (VNF PKg) :
] IFA 008 SOL 006 (YANNG "
EM 1 e VNEDgNSD) I
, I | VNF Manager (VNFM) T I
e — :
VNE i Ve-Vnfm-vnf \Vi-Vnfm I
e 4} : — IFA 006 _ !
I SQL 014 Or-Vi I
I Virtualised Infrastructure IFA 005 I
NFVI . | Manager S0l 014 :
: NF-Vi (VIM) :
IFA 002 (Acceleration); [FA 004 (Acceleration
IFA 003 (Acceleration): ( : NFV-MANO :

ETSI7___\\

IFA 010
(NFV-MANO Functional
Reqs)

IFA 027
(Performance metrics)

SOL 013
(APl common aspects)

SOL 016
(NFV-MANO
procedures)

TST 007

(MANO interop
guidelines)

TST 010

(API conformance
testing)

NFV-SEC 021

(VNF Package security)
NFV-SEC 022

(API NFV Access

Token) 30
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Operation
al aspects

Advances in
virtualization

Evolution of L
networking and

cloud
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£ % Release 3: Stage 1&2M 58 T L= &E -

v Completed in 1H2018 (aka drop #1) ¢ Completed in 2H2018 (aka drop #2)

¥ Compute RARF#5 ¥ VNF software modification
¥ NFV-MANO Policy Management ¥ Support of network slicing
Framework ¥ Management and connectivity for multi-
¥ VNF Snapshots Site services.
¥ Management of NFV-MANO ¥ Completed in 1H2019 (aka drop #3)
v RNTFEA G ¥ NFVI software modification
v 77eIL—av OB R—h ¥ Service Availability Level (SAL)
v R flT*t I
V¥ Hypervisor-based virtualisation
¥ Hardware environment for NFV NFV-IFA specification versions:

« Drop 1H2018 - v3.1.1
 Drop 2H2018 - v3.2.1
 Drop 1H2019 - v3.3.1

32
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5GEFX D7 vk —%: 5GC (Rel-15)

EPCEMRMMEDZLMRMIZLY RERITNWZIBE

¥ SBA (Service Based Architecture): #gexH—EXELTER

¥ CUPS (C/U-plane separation): {5508 &\ MLIEZ 73 B - REUVSECE
v NWRZAL 2T EHQoSHELLHERINWE IR #

NWRSA 0 [
5GC

EDEIL A Eiv‘*—i
SBA} ! | |

=E|:“'JT4"’§IEJ tyiprEE R —EHE
CUP DN
v
35
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SBA aspects of 5GC (3GPP Release 15) - &

v NERB D HI{EHIE S (C-plane)h’Restful API/HTTPAZE R
v {iE3E: NERSI TPoint-to-Point T) 7LV ARA AR TE
v St NRBEOBIEAXERA, NECEITH—EREFVHTARICESR
v iR BEEOERIBFEOTOMIILEER

Diameter, GTP-C, SCTP REST/HTTP

NSSF NEF NRF PCF |UDM| AF

NSSF AUSF N13
T T Pointtopoiy < L L Tz
ERNER Y AUSF AMF SMF SCP

R\ N2 N4

UE (R)AN N3 UPF N6 DN
(RAN f——N3—— UPF |— N6 DN
Lo

Lo )

F N7 PCF —Ns——  AF

3GPP TS 23.501 V1.0.0 (2017-06)
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ETSI NFVIZ#I1+3Cloud-Native VNF (EVE011)

Cloud Native VNFOZE - FE &

Resiliency — Redundancy

Resiliency - Fault Monitoring and Failure Detection

Scaling - In/Out

Design — Decomposition

VNF Architecture - Use of Services

Zero-Touch Management - Automated Instantiation and Configuration
Zero-Touch Management - Load Balancing

Zero-Touch Management - Automated Resource Management

FE RAT—FLR- A4 —E ROV TFREEZXFLTLSEENDVNFZITTIL,
Cloud-Native TIL7z LY

<
RRRR R R R

@
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ETSINFVIZHITA5GCINE N RRE

1. SGCHEEMITFTEFHR

1. 3GPP release 16 LA M ¥L5E Teontainer orchestrationt2service mesh# =
U2

2. TARTONEEENITFTTEHTELGL (VMAMEKRELTED)
2. ETSINFVOEE L FREZFTOFEETILEFARATEST IO/ EER

1. ETSINFVOEZEEMLFEN BT OB DREIEZRIIREL T, #EEREACIFAE
EDEKTE

2. K8s (CaaS Mgr)t°PaaStEEE D LIRS HV?
3. AT FHICEATARENWDHRTEIEEITAREH?
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AT FHIZAITTDEMR
VMEDa U TFHIREDIREH
Y AT T HEEDERFT 1T THETSI ;
NFViL##E5R A Rel 3 & Rel 4TE R !
mn :
|
v IFA029: Report on the Enhancements of dl
the NFV architecture towards “Cloud-
native” and “PaaS” Az H R IZ AT E
v EimiA Uk
¥ CaaS Mgr (k8s)[ZVIMD —E M E S5 H
v AUTHRREOEERARK R ———
(A TF on VM, X7 AZ2)LAVTF) — .
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Release 4D} E 2

== New features

» Network connectivity integration and
operationalization

Technical areas » Multi-tenancy enhancements for NFV-MANO
* NFV-MANO automation and autonomous networks
Enhancing NFV e SBA for NFV-MANO

* NFV enhancements for 5G
* VNF common management functions
« Continuous VNF integration

NFVI evolution automation and
capabilities

== Cchhancement features

Operationalizati * NFV security hardening
on » Specific technical enhancements

Evolving NFV-
MANO
framework

=== Carried over from Rel. 3

 NFV-MANO upgrade
« MEC in NFV
 Licensing management

e Cloud-native VNFs and Container Infrastructure
management

e Security management
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Completed: underlined (**): other normative work is part of evolved NOTE: might not be a full complete list due

. Ongoing/not fully completed: italics work items to lack of space
Re I ea_se 4 Evolved: in bold << >>

work items and features: studies and stage 1&2 perspectlve

e = = = = o e e e = = = e = = = = = = = = = = = — — -

I Network Service VNS LCM' Virtualised . Metrics and I
, Packaging and Multi-site I
] LCM and Descriptor : Resource o Performance NFV-MANO mgmt
D management connectivity (NFV-IFA027, NFV- |
IFA013/014/030 (NFV-IFA005/006) TST008)
| /014/030) 008/011) |
|
: 1) Framework from past releases lnformation/'vlod}e“ng L g
(NFV-IFA015/016/017) .
I @ 1 4) Carried-over from Rel. 31
: 2), New features I : 3) Technical : I
| enhancem ent I MEC in NFV Security mgmt I
| BV E—— Netwﬁ.”.‘t NVIIANG [N (**) (NFV-IFA026/033) [
connectivity i ]
J  NFV-MANO Srase——— a‘;t;’tr;‘::rcr’:;j:d 1 Security ;! :
| NFV-EVE018 D enhancements
: ( ) operationalization networks | I (**) I I NFV-MANO Licensing mgmt |
for NFV (NFv-IFABD AR | l upgrades (NFV-EVE010, NFV- |8
NFV-IFAO35
I N ( ) B soecific technical : l (NFV-RELO11) IFA034) |
I functions I | enhancements I
| (NFV-EVEDRN) NFV enhancements I I i Cloud-native VNFs and container I
I for 5G I L | I infrastructure mgmt |
: (NFV-IFA037) | e (NFV-EVE011, NFV- I
: Continuous VNF I | IFA029/IFA036/IFA038/IFA040, **) I
I (NFV-IFA039) I a1
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Conclusion

v NFVEEHRT ZMANOD E AR (EStage 3EEMNIFEIFRT
= S LIEStage 3 (SOL)IZEMMLI= B MY —REN D RAH

v ETSI NFVTIX5GCHURAEIZL [FF-Container® S R—rZ DU TERAEFIE
¥ Cloud-NativeZsVNFD ZE 4 (EVEO011)
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More information

NFV Technology Page Open Area:

(information) ¥ Published Docs:

http://www.etsi.org/nfv https://docbox.etsi.orq/ISG/NFV/Open/Publications pdf
NFV Portal (working area) v Working Drafts http://docbox.etsi.org/ISG/NFV/Open/Drafts/

http://portal.etsi.org/nfv

¥ Issue tracker http://nfvwiki.etsi.org/index.php?title=NFV Issue Tracker

NFV Proofs of Concept 9
(information)
http://www.etsi.org/nfv-poc

Information about releases: Release 2 Description v1.9.0, Release 3
Description v0.3.0

v Detailed Release 3 and 4 specification progress can be found at:
NFV Plugtest (information & https://nfvwiki.etsi.org/index.php?title=Feature_Tracking

registration) ETSI(C | )\
http://www.etsi.org/nfvplugtest ( N ]4— \< ) D

Release 2 World Class Standards
Sl

g'

S & a

I

http://nfvwiki.etsi.org/ind
ex.php?title=NFV Issue
Tracker



http://www.etsi.org/nfv
http://portal.etsi.org/nfv
http://www.etsi.org/nfv-poc
http://www.etsi.org/nfvplugtest
http://nfvwiki.etsi.org/index.php?title=NFV_Issue_Tracker
https://docbox.etsi.org/ISG/NFV/Open/Publications_pdf
http://docbox.etsi.org/ISG/NFV/Open/Drafts/
http://nfvwiki.etsi.org/index.php?title=NFV_Issue_Tracker
https://docbox.etsi.org/ISG/NFV/Open/Other/ReleaseDocumentation/NFV(19)000114r1_NFV_Release_2_Description_v1_9_0.pdf
https://docbox.etsi.org/ISG/NFV/Open/Other/ReleaseDocumentation/NFV(19)000115r1_NFV_Release_3_Description_v0_3_0.pdf
https://nfvwiki.etsi.org/index.php?title=Feature_Tracking
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